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1
Decision/action requested

Approve the following changes to Section 5.16 of TR 33.848
2
References

None
3
Rationale

There are currently no security threats or potential security requirements for Key Issue 15.  This document adds some.
4
Detailed proposal

5.16
Key Issue 15: Encrypted Data Processing

5.16.1
Key issue detail
As an extension to key issue 7 Memory Introspection and key issue 19 Time Manipulation, in a virtualised environment it is necessary to explicitly consider the risk to cryptographic processing of data within a VNF where a fully hardened HSM or HMEE is not used to perform the cryptographic function.

Most software manipulating data with cryptographic operations will perform modification actions on encrypted data by first unencrypting the data either in general memory (less than ideal) or CPU cache (better but vulnerabilities exist). Following the necessary processing, the data will be encrypted again. 

Within existing SA3 specifications, while some specialist operations are performed in tamper resistant hardware (e.g. UICC), the bulk of cryptographic processing (e.g. user plane protection) will be performed using general X86 (or similar) servers within the core network. 

In a virtualised environment there are various ways in which unencrypted data can be captured; through the hypervisor; server management hardware; modification of VNF images; instantiating a parallel VM on the same physical CPU; or any number of other options. The risks of being able to capture encrypted data in an unencrypted form due to processing of that data, increases significantly. If that processing is highly sensitive (e.g. AUC or LI functions) then the risk may not be acceptable. Placing entire VMs in fully hardened HMEEs may reduce the risk in the longer term but not all cryptographic functions can be placed in a HMEE (this will not scale) and currently no suitable X86 (or similar architecture) HMEEs exist in commercial data centre servers capable of the scale required to support 5G deployments.

5.16.2
Security threats
If data is decrypted and/or processed in an unencrypted format in an insecure environment it could be intercepted or copied.
5.16.3
Potential security requirements

Sensitive data should only be decrypted or handled in an unencrypted format in VNFs on trusted and well-known hosts.  Untrusted VNFs should not be allowed to run on the same host as VNFs which handle decrypted sensitive data.  These controls should be enforced by secure hardware backed attestation of the health and security of the host.  Controls should be enforced at boot time and each time a function is migrated.
